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Abstract: Hardware Trojan is malicious tampering to the original circuit, which has become the most important
security threat of integrated circuit. In order to ensure the safety and reliability of ICs, many hardware Trojan
detection methods are proposed. As one of the formal verification methods, model checking can effectively detect
the hardware Trojan in the design phase. Firstly, the working principle and process of model checking were
described. Secondly, the research progress of hardware Trojan detection technology based on model checking was
introduced. Finally, the bottlenecks faced by the current technology were pointed out and the potential research
direction was discussed.

Keywords: hardware Trojan, model checking, model establishing, property declaration

Wi HER: 2020-11-16; fEEIHHA: 2021-01-21

BIEEE: BRI, yq zhao@tju.edu.cn

BEEWB: HRARPFAISE (61832018)

Foundation Item: The National Natural Science Foundation of China(61832018)

XS AR KSR, BB, S, AR SR TR I AR DRI BORBETCT]. W& S R 4 A AR, 2021, 72):
57-63.

ZHANG Q Z, ZHAO Y Q, GAQ Y, et al. Survey on model checking based hardware Trojan detection technology[J]. Chinese
Journal of Network and Information Security, 2021, 7(2): 57-63.



58 - P4 515 B a2l B1%

1 35l

Ak, NTREE.5G SR NHoR Uk R,
COTHEIR” I IS o SR LR AR N
AT BRI LA, HThae 2 A1k 5 N
IR T, A SR BT A KT
W R FNSE SR T A R i
i PRI SEREPE RIS 2%, RN 1 B0 B e A %
o T SN0 T O S i T PR N3 574
T S KEE R —=J7 IP # (intellectual
property core). SR, HTH =T M IA T
P, 28 =77 IP &% AT BeAF AR A BB AR A B 1 UK
TR AR B R TR 2 AT A

PR A By FE RS S AR A0 i L B 1 R B R
WAt eoB R A . BN, R
o RFFFBORE, A 2R e I A4 2
PO, PAT B S W€ RS AT, XS
A RSCFRL I TR 22 A B T P E IR b e A2
AR SE P AR S A IR K 2 HOdE T
fEERY B, WIS, EE . T
N PR 5P A AR 00 B A o 7 Py R A N i
U5t 0 s PRIl , Al i 1 PR 5
7 55 PO b 30, 37 0 W P B R R AR A
AR L, HIE, Lol St B A 1 7
PERE AT A B 3 LA AT ik, A e AR
B A A0 flh AN 2 A PR K T o LR IR, R
A W) g A A ST o B AP A A ) ) A ORR
B2 PR, 5 A R AR AR T A T AR S
VEREEA L) (KA N 25 HL S A T B 50 ke (1 sl
FLAE 2007 4E, Agrawal 25U 37 7O I ShRESR
SR, e TR F R R DREAS JEOK SE LA A
AR 2 )5, R eSS 2 P s E s
SR Y B S o (HEE TN TE A I
AR E RS I AR 25 Ty 52 B A IG5 T 25w 22 (1)
o, FEUECLE YU AR T . 25 BT,
ik J PRV ASEA A A I 43 A 52 311 22 Bl ) 572
ARE KM HER A [N, BTShegd
HETEHE,  BAEAT I A AR Sy, e DO kAT
BEXTPE B A 55 4 1

B AR G0 YA — ] LA [R] BF 1fT [ 2 D s
1) A ERUE RO, R P i RGOIRAS

jlll

RJREAT 55 RHE ZORIMT 28 08 75 3 AL L P
BRI A Ry XA TR0 — Rl wT DLAERERTBY
BRI e vt o i 2 IEE 1) % 4 s PR HEAT 5
Uk, FERS BN R R AR T
PEARIYBEATRLI . [RI, ARG A) LAAE R G A
i AL PE O IN 45 1 B il A7 Bl s DA A A 1
(AL FREAT R . R, JTAkIET
A TR G 10 A1 A A I 3 A TR T S A DR 4
DI

ARSORS B R ARSI (A A A S A B A K
2 FHUREEAT T AN A AR, B H
(R ARSI T HBEAT TR, XBUAT (0 L X
A AR 3 592555 1 T A S A 0 ) 2 4 e 7 1
SKMSIEAT T VRN S 4 o

2 REVGEE AR

21 EXRFRESMARRE

PSRRI A — Mk 45 A oh BT Rl IR
AEAT AT A a0 AR 1 i S
SR T T BRI AN S H I R
— R A R =, BEANIRUET
R BB T, & IFANERIGUE N GO £
FHRA AR I R R an AR A 1
B 25 HE R R R TS0 UE AR B R G RE e 4
Wi 2 JBVE AR B AT S FE L i, B AR
R 24 A s — AN B, A RERUE N 51 HLARE L
TR B LA T R AN AL SR Jm e . XL
FIUFN T RS 2 A, DL
PR AR R AR AT A R B B s [R]I
SRIGUE N D HEBR R R R T 5 )

I FH A B A AR AT LS v A A A 5 (1)
Rl Moy A LAE 3 40 MEREEARR . e
Ja (10 75 T LA R AT o TR TN ) 1 P SR
K1 s. 1502 BB A adt, et
PR ARSI 2 T DL TE . 22
GO, BIARHE SR IAE T 0 T AR
IR R, AR EEOLT, SZRR TR
RN LN AR, T B AR AT A 7 B4 s 5
BOUF HARTC ORI L o LR 22 A @ PR 7
B UF 75 S 7 WA S R R A (MR, X
YRS  ASE M 8 (T AT R0k . a2 5



B2

R e i R e e N E o 7 N 59 -

Uk, Bk (R o i a8 A s S B,
{EAE SE B g0 UE S P i 2 — e RN A 2
5, o AE S gk i SR BT A, BET4R
X R 22 A PR BT K

B8 &

BRI TER AR | AEREEAY Bl

itz .
g L

BRI Bk
1 KA I F) N2 P A

Figure 1  Application process of model checking
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MODULE main

VAR

sender:process Sender (s2r_in,r2s_out) ;
s2r_in:S2RData;

s2r_out:S2RData;

receiver:process Receiver (12s_in,s2r_out) ;
res_in:R2SData;

r2s_out: R2S Data;

r2s:process R2S (r2s_in,r2s_out) ;
s2r:process S2R  (s2r_in,s2r out) ;

SPEC AGAF (senderstate=get) —— & (AF receiver.state=deliver)

K2 NuSMV RHE 4k
Figure 2 The code structure of NuSMV
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